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Compliance In The Cloud
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Introduction

The rate at which businesses adopt cloud services is impressive. Google Apps, Google’s
cloud email, calendar & collaboration solution for businesses, powers over 3 million
businesses and is expanding at a rate of 3000 new businesses a month.

Yet many companies are still hesitant to move to the cloud, and those that do may not
fully utilize cloud services to their full extent. When asked, companies have repeatedly
stated that their number one obstacle to fully leverage cloud solutions is the security of
their data.

Figure 3 Data Security, System Integrity, And Availability Are Top Security Concerns With Cloud

“Why isn't your firm interested in pay-per-use hosting of virtual servers
(also known as cloud computing)?”

Monitoring and auditing

Potential personal issues within cloud provider
Regulatory compliance

Independent validation of provider's security
practices

Physical security of infrastructure
Provider's operational and risk

Base: 1,059 North American and European enterprise and SMB IT decision-makers
accepted)

(multiple responses
Source: Enterprise And SMB Security Survey, North America And Europe, Q3 2009
56885 Source: Forrester Research, inc.

Using Google Apps, a Software-as-a-Service solution, means that your data (documents)
will be created and used in the cloud. Therefore you must trust Google with the security
and privacy of your data, and as with any cloud solution, this means giving up control. If
you are a business owner, CEO or any IT executive faced with protecting your company’s
data for regulatory, privacy, and operational reasons this loss of control is a concern.

This paper will highlight key security aspects of your data in Google Apps, the
consequences of experiencing loss of control, and steps you can take to adapt your data
governance practices to protect your data in the cloud and increase the ROl in Google
Apps as you enable a safer and more protected means of collaboration.
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Introduction to Google Apps Security and Privacy

Google is committed to the security and privacy of your data. Their terms of service, privacy statement and
security white paper guarantee that your data is yours, that the infrastructure powering the service is secure and
that it has been verified through certification and accreditation. Beyond the standard service provider statements,
you should still understand the fundamental aspects of security using Google Apps so that you can be prepared to
overcome the intrinsic loss of the control points you have grown accustomed to.

Google built Google Apps on top of their existing cloud computing infrastructure and data centers that power core
services such as Google search and Gmail. Google has published a detailed security white paper describing the
security measures employed for Google Apps.

These security measures should seem very familiar. They cover the security practices employed by many
managed service providers or newer infrastructure-as-a-service solutions like Amazon Web Services with
measures at the physical, network and organizational layers. However, unlike other service providers, Google has
a unique infrastructure: one that is shared across all its services including their search solutions. Facing these
unique service offerings, companies must ask the following questions:

Where is my data?

Your data created with or uploaded to Google Apps will be stored in Google’s data centers that are distributed
globally. Google’s cloud infrastructure takes care of replicating and distributing your data so that there is no single
point of failure.

Who can ‘see’ my data?

Your data will not be stored in clear text and will not be human-readable. Access to the data is limited to authorized
Google personnel only and monitored regularly. Your company’s employees will be able to access their data by
signing in to the service with dedicated Google Apps accounts or through your single sign on system (requires
integration).

Will Google search through my data?

User content is only scanned or indexed in the following cases:

e Some user data, such as email messages and documents, are scanned and indexed so users within a
customer’s domain can search for information in their own Google Apps accounts.

e Email is scanned so Google can perform spam filtering and virus detection.

¢ Email is scanned so Google can display contextually relevant advertising in some circumstances (like free
edition users).

e Except when users choose to publish information publicly, Google Apps data is not part of the general
google.com index.

Scanning and indexing procedures are automated and involve no human interaction. It is safe to say that Google
doesn’t search through your data in Google Docs as part of their automatic scanning and indexing operations.
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When | delete data is it really gone?

When a user of Google Apps deletes data and confirms deletion (e.g. by emptying the trash) this data is
deleted form Google’s infrastructure and cannot be referenced. The data will then be overwritten with other
customer data.

What happens to my data if | stop using Google Apps?

Google has published in its Terms of Service that your data is yours, and should you stop using the service,
your data will be deleted immediately. Deleted doesn’t mean no one can recover it, it just means it is de-
referenced and will be overwritten by other data over time.

Will Google share my data with 3rd parties such as the government?

Google adheres to strong privacy policies. Google will not willingly share it with anyone. A potential case
where Google will grant access to your data might be under court order such as the USA PATRIOT Act.

The challenges around privacy and terms of service are not new and are the same when evaluating a more
traditional outsourced IT service to a managed service provider.

specific service provider and decide if it suits your company’s requirements and

You need to be aware of the legal and compliance aspects of working with any a
constraints.

Trust Google Apps

Is Google Apps a multi-tenant service and is my data safe from Built with safety, security, and
other customers? privacy in mind.

Google Apps is a multi-tenant service as are most other Google services. It means that as a customer, your
apps and data use a shared infrastructure. Google has gone to great lengths to embed security into all aspects
of their multi-tenant architecture ensuring that only you can access your data. This is achieved through
service authentication and authorization at all layers of Google’s infrastructure. For more details please refer to
Google’s security white paper.

As with any service provider you should assess the security solutions offered by Google, consider their
marquee reference accounts, and establish your own position about trusting Google.
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Handing Over Control

As a Software-as-a-Service (SaaS) solution, Google Apps offers all the benefits of outsourced IT operations and
infrastructure. Companies that adopt Google Apps realize that their competitive advantage is in providing great
service to their customers and not in managing on premise systems. However, using SaaS means that IT

concedes some control to the SaaS vendor.

What IT could control on-premise, behind physical walls and a traditional hardware, network, host, and operating
system stack isn’t available with SaaS solutions. Your firewall, NAC, antivirus, backup and other systems can’t
operate on such services. To some extent, Google does take away some of the need for traditional control points
as they take care of service up time, backup and disaster recovery. However, there are other aspects of the
service that are still under your responsibility, especially as it pertains to data and data governance.

Organizations using Google Apps have the same responsibility to be compliant, safeguard privacy, and ensure the
security of data as they do on-premise. Preventing data breaches, managing access to sensitive information,
auditing privileged users, and establishing data governance practices are more relevant than ever, as SaaS
solutions extend beyond your physical walls and expose a new threat surface to your data. The question now
becomes: How can you establish these control points when the traditional solutions no longer apply?

Current Server Environments
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provide these systems for you.

(diagram from Google: http://www.google.com/apps/intl/en/business/faq.html)
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Google Apps, while offering tremendous cost savings and productivity gains, doesn’t offer enterprise-class
controls to companies who have been running messaging, collaborating and storing documents on premise.
You are asked to trust Google with your data. But trust is hard to achieve when you lack visibility and control.
Protecting your data extends beyond Google as a service provider and into the use of the service by your
users, protecting the data from miss use and abuse is a top priority for many organization.

In the next section we will focus on Google Docs, the collaboration and documents service in Google Apps,
and cover specific steps to be taken to regain control and complement Google Docs with enterprise-class
controls for data protection that will allow you to trust the security of the solution.

Steps to Control and Protect Your Data in Google Docs

Google Docs is one of the services comprising the Google Apps platform. It offers online documents with real
time collaboration. Companies who use Google docs enjoy the benefits of:

¢ Online documents that can be accessed from anywhere

* Real time collaboration so users can work on a document at the same time

* Upload any file and access it from anywhere

* No need to worry about backups

To manage and control Google Docs, Google offers basic administrator capabilities out of the box. These
primarily include:

* Service configuration
* User and password management
* Rudimentary usage reporting

First we'll talk about how to configure the service within Google Docs, including document sharing, visibility,
and using service organizations. We’ll then go on to see how using Google Apps’ in conjunction with third
party apps can extend the built-in admin capabilities to provide enterprise-class data protection in Google
Docs.
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Configuring the Google Docs Service

While there are few setup and control options when configuring the Google Docs service for your company,
you should understand what the different options are and choose carefully.

Service Settings

Turning the service on/off

Your main control point is to turn the service on/off. This setting has no granularity, but if you do not want
your users to have access to Google Docs, you can turn the service off.

Sharing outside your domain

This option controls whether your end-users will be able to share documents with people outside of your
company’s domain. Sharing with outside people is highly effective; you will be able to collaborate with
contractors and service providers with ease and speed.

Outside this organization
Select the highest level of sharing that you want to allow for your users:

O Users cannot share documents outside this organization
~1 Let users receive documents from outside this organization

® Users can share documents outside this organization
W Wam users when sharing outside this organization
# Allow users to publish documents on the web or make them visible to the world as public or unlisted
documents. About visibility options
R —————————

Google allows you to control outbound and inbound sharing separately, meaning you can choose to share
outside of your company but prevent outsiders from sharing documents with your company. Companies who
turn off outside sharing usually do so due to fear of sensitive information leaking out. Though this is a valid
concern, we’'ll later cover third-party applications that discover and review or approve documents that are

shared outside of the company.
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Sharing With The Public

Since Google Docs is a SaaS solution, Google makes it possible to make a document available for public
access. This means anyone can access the document over the Internet (we will discuses some configuration
options further below).

Security-conscious IT pros may cringe at the thought, but there are good use cases for this option. For
example: Lets say you teach a class at_university.edu and want to share class notes with students from
your university and with other universities. These notes can be published to the public, and by doing so,
anyone can access them without the need for you to manually share with your students (and it would be
practically impossible to otherwise share with other universities).

The down side of enabling this option is that some users are trigger-happy and share a document with the
public when they shouldn’t. To enjoy the benefit of public sharing while avoiding unwanted exposure you'll
need to regularly verify which documents have been shared with the public.

Document Visibility Options

Document Visibility
This configuration option controls the scope of users who will be Select the defaut visibility for newly created documents:
able to access the document when it is created. The options are
to either make the document private or to make it accessible to O 7 This organization
everyone in the company. People at this organization can find and access
Best practices suggest that you should always select private as O 1 People at this organization with the link
the default. (see image). If users need to share with a broader People at this organization who have the link can access
audience they should make that choice consciously.

® 4 Private

Configure Google Docs Service Using SSPRCRS SR S paeIn o S

Organizations

You can create an organizational structure to control which Google Apps services are available to users. By
default, all organizations ‘inherit’ the domain level (top level) setting and you can override the domain settings
for each organization.

= Inherited
Google Docs M‘ Override this setting

Using the_university.edu example from above, the university might turn on Google Docs for students, yet
turn it off for the staff.
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Extending Administrator Capabilities Using APIs

Instead of building enterprise-class data management capabilities into Google Apps, Google chose to publish
a robust set of APIs that allows developers to extend functionality, generate reports and integrate to other
systems. Customers have been developing an in house solution and vendors have leveraged the Google
Apps marketplace to offer management products that can be installed into your Google Apps domain.

In the following section, you'll see how using a third-party data protection application from the Google Apps
Marketplace (CloudLock) extends the security capabilities in Google Apps. The steps described below will
require either custom development or the use of third-party applications as the default Google Apps
administrator capabilities do not support these guidelines.

Inventory Your Documents

You can’t manage what you can’t see. To put it simply: in order to control the Google Docs service, you must
be able to see the documents. You will want to know:

Which documents are being created by your users
When they where created

Who the document owners are

With whom documents are shared (collaborators)

As an admin, without using Google’s APIs or a third-party application, you are not be able to view any of the
documents your users have created and the entire service appears as a ‘black box’ to the domain
administrator. However, using an application like CloudLock, you'll be able to secure your company’s
sensitive information, mange adoption and provide end user support. For example:

e i 3,721

Documents
in your domain

o 1,443 Documents

‘ 1,066 Folders
(@) 902 Spreadsheets /Forms
=] 188 PDF documents
9 101 Presentations
27) 0 Drawings

11 Non-native fles

Document inventory reporting in CloudLock
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Usage Monitoring and Analytics

Once Google Docs is deployed in your domain, it is important to manage adoption and have control over how
users are using the service. Google provides basic controls to the administrator, but does not offer any
visibility into documents and the users who create them. In any company-wide rollout, IT needs to:

Monitor users’ usage of docs - Identify who your power users are, who collaborates with whom,
how often documents are created and whether the service is being adopted and used as intended.
Implementing basic ongoing usage monitoring and understanding what users are creating, will allow
you to take measures to improve user adoption.

Identify early adopters - As with any new solution, you need to manage change. Finding your early
adopters will help in both receiving early and frequent feedback about the solution, and in
understanding and defining usage policies especially as they relate to security and privacy. Early
adopters will help you understand how to best use Google Docs in your company and how to adjust
your usage policies accordingly.

F Tees: 48

Extromo user (over 500)
Power user (101.500)

Moderato usor (11.100)

Ligh
Nonul r
Cick & waer %0 300 the documents aasocated wih tha wer Usage 3 dofmed Dy e "urber of SoCuUTonts 3 user 3 collaboratng on Capon =
FCAICNG T ocuments ho'sho Swns.

Find uaars by name: (Sanms ) Fier uners by wnage category: Powe: wwers =]
—
Showing category: “Power users”
Who can sccess those ‘des”
Name Tota Documents Ovwrnar OF & ompore 8 omee O rec
& ANDREMCORIDE £t . e ' °
& DATTANY.STRICKLAND "2 "% 2 2 0
& canoLADAMS " Py s 1 °
& CHARLENE MCLAUGHUN 2 " ° ? °
& cune.canwon a4 xc . o °
& EOWARD BAKDR 129 N ] 2 °

User inventory reporting in CloudLock
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Understanding Document Sharing Options

One of the biggest advantages of using Google Docs is the ease of collaboration. However this benefit
introduces security risks, as documents are no longer protected by your ‘four walls’. Stored in the cloud, your
documents can very easily be shared with external sources (intentional or malicious) that no longer require
physical access to your network on premise in order to access a document.

It is important to understand the various sharing options so you can establish and review document-sharing
policies and to educate your end users. Users can share a document in several ways:

Share inside the company — You can share a document with one or more people from the domain.
An email notification will be sent to the collaborators and a new document will appear in their
document inbox. You can also share a document with an email list (group) or everyone in the
company.

Share outside the company - If you have configured the Google Docs service to allow sharing with
people outside your domain, users will be able to share with anyone external to the company. Note
that without a third party application, admins cannot report on documents that are shared
outside of the company.

Share with the public - Users can make a document available to the public. In this case anyone on
the Internet can search for the document and access it. This option can be useful for documents that
should be accessible by anyone external to your company, for example, a general survey form.

Viewer vs. Editor - When sharing a document explicitly with another person, by default they are
designated as editors of the document. Editors can view, modify and change the permissions of a
document. In contrast, viewers can only view the document.

‘Second Hand’ sharing, the latent security risk - The editor role in Google Docs is a powerful one
as it allows the editor to share the document further with additional people, including people outside
of the company. They can also make the document public without the consent of the document
owner.

Documents that are owned by external users — Documents can be created by external users and
shared with your organization. These documents can be created by contractors, vendors, or even
employees using their Gmail accounts and are then shared with users in your organization. Legally
these documents are the property of the company.

Consider this scenario: Sarah from Marketing is sharing the timeline of a new product launch with Sam from
the external PR agency. As an editor, Sam can now share the document further with external sources that
have not been approved, and the timeline of the new product launch (and perhaps even the existence of a
new product), which is confidential information, is now compromised. Sarah and her company haven’t
consented to share this information beyond the PR agency, but have no control or visibility that such a
violation occurred.
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Managing Access Rights to Sensitive Documents

Companies have always faced the challenge of managing access to data. The need to ensure that only the
right people have access to sensitive information and to audit privileged users (administrators) hasn’t
changed when moving to cloud services such as Google Apps.

Traditionally, in order to report and audit access rights, you would need to deploy agent software on all your
file servers that would scan and monitor file system activity and correlate user and group information form
Active Directory to report on effective access rights.

The access rights structure and the fact that users and documents are managed in the same system (as
opposed to a file system and active directory which are separate systems) makes access management
reporting, monitoring and auditing simpler in Google Apps. However, It does require the use of APIs or third

party software.

When building or evaluating an access management solution for Google Docs you should be able to:

Identify exposed documents - Identify all the documents that are shared with the public, with
external people and with the entire company. Take a look and see if there are documents that are
owned by external users.

Once identified, verify with end users that these documents are shared correctly.

€9 CloudLock Soach | Semenam
—
3 343 25 410 1,213

Public Exposure External Exposure Internal Exposure External Documents External Users

COCUMENtS Shamsd With Anyone  CoCUMeNts Shamed CUNSICE YOur  COCLINNE SPANC W iN SvaryOr COCUMINRS A0S Wil YOl SArng COCS IO yOur COman
on the intermet doman n your domain doman

0 now past weok 0 new past week 0 rew past week

@ Trene: | i Trend: 4 Trena: il Trena: 1 4 Trena:

The document exposure summary in CloudLock for Google Apps
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Report on User Access Rights — Report on which documents a specific user can access and if they
are a viewer or editor. This is especially handy when employees change roles, or for a contractor
who no longer works with the company. Once you review access rights for a given user, you should
be able to remove unwanted access rights.

€9 Cloudlock
Dashboard > Domain users > CAROLADAMS's documents
Search CARDLADAMS s Dech IaNN Mt ngoocs com Doch Exmamct e
Docurrents Browser
B -
L T
W e e -t
re P e * e Avsons gptn B wcrmpien o B e B Oaen D ree e e

B0 Guotes Sekes Tradeshow CARCL ADAN S0 e vagooca com Owner L . A 20 R
B0 Meeess Gowt Caterder CANL AT S ragoscs com Owner 8w P
B0 e cancL o Owrner 8 com .~
- 11 Peeass Pesearin Scerarce CARIL ADANY S0 w agoca o O P Jan W8 200Y 428 P
B Melese Tacking Design MOANE POTT DR e riagaocs com Vewe 8 7 95 2000 TS0 P
B O Megurements Operstions Support  CHARLENE MOLAUGHUNGweragoocs com  Dotr 8 v A Y 2000 208 P
L " Cam O 8 o - - A 0 230
MO Requremens Securty Schedue WENCY GEORGE @reerwnagoscs com == & o B oomow dan 2 200 T P
MO Revew OEO Bmgloyess CARILADAN St iagoace com G 8 ve Aan 8 2000 425 PN
B Meview Cuntermer GA AR ADAN IS airarvapbomn (o G 8 1w - B+ oumow - Pt L

User access reporting in CloudLock for Google Apps

Document Access Rights - See which people can access any given document. This is especially
relevant when a sensitive document is compromised, corrupted or for some other reason at risk.

Document Access List

The list below reflects this document’s colaborators as of 6 hours, 19 minutes ago. Yigw Surrect colaborsion,

& clyde.cannontnestrinjagdocs. com Is owner = |
& victona reid@estninjagdocs. com Can view = | x
& willam . mocreB1esnnandocs com Can view = | x
O teatrraguocs com (Y users i foatmragaoes. comy Canean -] x
Add Users To The List
Erter a st of {ox: usor!, usor2. userd)

Nathan

Capply ) ( Cancer )

Document access rights management lets you see and fix access rights
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Identify sensitive documents — Identify documents with sensitive content and review their access
rights. Enable auditors to inspect all documents for compliance while logging access to these

documents in the audit trail.

Fix access rights - Change access rights as needed. You'll need to remove unwanted collaborators
and grant access to the right people when access rights are determined to be incorrect.

Audit - You should keep record of the changes in your environment as they pertain to your document
inventory, document sharing, document exposure and the actions privileged users (administrators)

have performed.

Permissions Change History

Originally Published: Jun 15, 2011 745 PM (1 month age)  Last Updated: Ju 15, 2011 800 PN 3 days, ' howr agol  Last Viewed: Juy 15, 2011 at 807 pm. 3 days. 1 howr agoj

e @ & 4 Covepew Can Bt e Tre Owner

M8 20m e M X ghane sowe@nstninagdocs. com

A 20M 235 Tre the rieeet

M2t ONZmmenranSiesininagdocs com SSminDtestnin@gdocs com

oxer Fase Fame Fase

Dashboard > Administrator Action Log

1. Jul 15, 2011 8:01 PM: admin viewed document "2008 Description Tracking”
2. Jul 15, 2011 8:01 PM: admin removed access rights to the document 2009 Description Tracking” from the following usee(s)

8 shane.rowe@testninjagdocs.com

3. Jul 15, 2011 7:47 PM: admin removed access rights to the document "1x1 Partner Task™ from the following user(s):

3 stacy.vega@testninjagdocs.com

Audit trail features in CloudLock for Google Apps

End user enablement - It is always difficult and time consuming for IT to manage access to
documents without the help of end-users. The IT Department, being custodians of the data, do not
always know the value of a document and its level of sensitivity. By enabling business users and
managers to participate in the document access rights approval workflow, IT can reduce their
workload and actually achieve better security.
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Ongoing monitoring and tracking changes — after you have reviewed all documents and users,
fixed access rights and exposures make sure you have an on-going monitoring in place to stay on-
top of newly created documents and changes in permissions. Be sure that you can easily track
changes in your entire domain.

Change Report

This report Shows SX20BUe ChRaNges %0 JoCuUments N the comar within fe provided time range.
View Printable Version

Select a range to view:  From 07,01/201% 0 07182081 ( setemec )

Pubic Exposures
v New (3

O 2000 Description Tracking o~ 0tenrragcoc s coe
) 2000 Keys 2011 AL PAS

O Work Sales Moview - PreQony@ton N mydoca com
Remowes 14
Total Exiting (0

External Exposures
New [0

* Remowed |45)
Total Exmting (34Y)

Internal Exposures
New

*  Remowed
Total Exiating (25)

Tracking changes with CloudLock for Google Apps

Alerting — an efficient way to stay on top of changes happening in your domain is to set up alerting.
When you get policy-based alerts for permissions and exposure changes you can effectively ensure
that you are closely monitoring the risks to the documents stored in your cloud file server.

End user enablement - It is always difficult and time consuming for IT to manage access to
documents without the help of end-users. The IT Department, being custodians of the data, do not
always know the value of a document and its level of sensitivity. By enabling business users and
managers to participate in the document access rights approval workflow, IT can reduce their
workload and actually achieve better security.
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Comply With Regulations

If your company needs to comply with regulations such as SOX, HIPAA, FISMA, FERPA, PCI DSS or if you follow
internal governance practices and undergoing internal audit, you need to have a data governance strategy and
procedures in place. At the heart of any good governance strategy you need to:

Develop and implement an access rights control process - Review your current access rights control
processes and identify what needs to be adjusted to support Google Docs. Companies that already
employ access control processes for their on-premise data will have to extend the responsibilities of those
involved to cover Google Apps as well. These processes need to be documented, assigned an owner in
the organization, and must list the specific steps taken to manage access.

Monitor the control process - Regularly monitor and verify that the control process set in place is
adhered to and is effective.

Audit the control process - Undergo a systematic review (yearly / quarterly) of the access control
process to prove to internal and/or external auditors the existence of, and adherence to the access control
process.

Allow auditors to inspect your domain — While auditors need to have access and visibility into the
documents in your domain, their roles should be limited to an ‘audit’ function only, and their actions should
be recorded and tracked.

Records management — Some regulations and internal compliance processes require a secure area
where documents are stored that cannot be deleted or modified. Make sure that you have the facility to
store documents where they are protected.
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e-Discovery for Google Docs

The growing adoption of Google Docs as a data repository makes it a target for litigation holds and discovery
processing. Usually, meeting the litigation hold request entails the following 3 steps:

Step One: Find all the relevant documents

Extract documents based on meta data and keywords searches, for example:
* All the documents owned by a specific user
* All the documents collaborated with a specific user
* All the documents that contain a specific keyword

Step #2: Copy and store relevant docs
Create a copy of these documents and store them in a protected area where they cannot be deleted or
modified by end users.

Step #3: Extract and process
Extract these documents for further processing.

€9 CloudLock
Dashboard > Documents
Search Options Vece sepch optiors
Has the words Owner
Named Shared with
Last edited after = Last opened after =
Last edited before = Last opened before &=
Type Aay Type 1
Search testninjagdocs.com Docs

Keywords and meta data search with CloudLock for Google Apps

CloudLock’s advanced search capabilities give users the ability to search ALL the documents created or shared
with your domain (including documents that you are not shared on explicitly).

The content search gives you the robust capability to search for specific keywords inside native Google documents
(this includes: Documents, Presentation, Spreadsheets etc.).
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Retaining Document Ownership

Google Apps has some unique characteristics as it applies to document ownership.

Technically, a document is always owned and bound to the life cycle of the user marked as its owner. This can
affect the company’s ability to retain ownership in several unexpected ways:

Employee account deletion - Since a document is bound to a user, when you delete a user, all their
documents are deleted. This makes user account deletion and employee termination a higher risk activity
that needs to be managed carefully. A recommended guideline is to suspend a user account (this will not
delete their documents) and once termination is completed and verified you will need to transfer ownership
of all the user’'s documents prior to deleting their account. Bulk transfer of ownership is possible through
custom API development or through 3rd party applications.

Document shared from an external source - If you are working with external contractors or partners and
they share a Google Docs document with you, they own the document. This is true even if they have
created that document for you as part of their contract. This is important because the document is owned
by your company yet you don’t have control over it. if that contractor no longer works at their parent
company and their account is deleted you will loose your document.

You should periodically identify all the documents that are owned by people outside of your domain and
establish a review process with business users that would mark all the documents that should be owned
by the company. You'll need to use 3rd party applications (or write custom code using APIs) to
transfer ownership from an external owner as Google doesn’t support a transfer of ownership operation
from users who are not members of your domain.

Document created using personal Google accounts - Many of your end users will be using Gmail for
their personal account and occasionally will create a document in their personal account then share it with
their work account. This is another case where the company logically owns a document but technically the
document is owned by an external user that can delete it without any control by the company.
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Conclusion

While the security concerns associated with data stored in Google Docs are valid, companies can achieve the
same level of data protection in Google Docs as they have with their on-premise data. Using the built-in admin
tools with a third-party security application such as CloudLock for Google Apps, you can take advantage of the
cost savings and collaboration benefits of the platform while retaining the same enterprise-class data protection
you need.

About CloudLock

For security conscious IT leaders looking to leverage the cloud, CloudLock is the cloud data protection company
that enables control of data while gaining the collaboration and cost savings benefits of the cloud.

Unlike expensive custom solutions, CloudLock’s enterprise-class products are directly integrated with cloud
application providers and are immediately available at a fraction of the cost.

About CloudLock for Google Apps

CloudLock for Google Apps provides you the control and visibility you need over you domain’s Google Docs. It
allows you to secure and audit Google Docs, find and fix documents that are exposed outside and inside of your
company. You can also perform audit, comply with regulations, set monitoring and alerts, and more.

¢ ¥CloudlLock Search ] s mtece
< Lagate taw =T
* sras 3 343 25 410 1,213
& Axd e Public Exposare  Externsl Exposure  internasl Exposure External Docurments  External Users

© My wrrore n v cterar your coman @veryane i your comain i
B2 Chance Necod

* Tacate Owmentu

e
e . 3,721 » [Toe 48
Documents Users

Because it is a Google Marketplace application, adding CloudLock for Google Apps to an organization’s Google
Apps domain is fast and easy. Simply follow the step-by-step wizard to gain access to the service and
configuration settings. All documents within your Google Docs environment can then be securely accessed

instantly.
Add it now

Get a free 7-day trial today!




